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C-TPAT Validation

Foreign Vendor Questionnaire

Date :       
Company name:      
Physical address:     
Contact name:     
Phone number:      
Fax number:     
Email address:     
Service Providers
1. Please list your service providers (for example: Steamship lines, Customhouse Brokers, Freight Forwarders and others you rely on to transport your cargo.)      
2. Please advise if you have any written or electronic confirmation of your service providers own security criteria.  If no, are you able to obtain it in the future?     
3. Does your company belong to any of your country’s customs administration supply chain security program?  If yes, please name the affiliated program.     
Container Security 
(IF YOU DO NOT LOAD OCEAN CONTAINERS AT YOUR FACILITY, PLEASE GO DIRECTLY TO QUESTION 12)

4. Do you apply the seals for the containers that you load?  

 FORMCHECKBOX 
Yes

 FORMCHECKBOX 
No

5. If you answered yes to #3, would you be willing and able to obtain container seals that meet PSA ISO 17712 security standards?
 FORMCHECKBOX 
Yes

 FORMCHECKBOX 
No

6. Describe the procedures in place at the point of stuffing the container that detail the sealing of containers to maintain the integrity of the shipping container, prior to shipping to the United States.  Include the procedures that document how seals must be attached to containers prior to shipping to the United States.     
7. Describe procedures that address action to be taken to recognize and report compromised seals.     
8. What procedure do you have in place to maintain the protection and integrity of the containers and to prevent the introduction of unauthorized material and/or persons?     
9. What procedures are in place to prevent that unauthorized access to the container and to ensure the container is not manipulated in any way?     
10. What employees or persons involved in the shipping supply chain process has the authority to distribute container security seals?     
11. Describe any pre-inspection of the container prior to stuffing.  Does the inspection of the container include the following checkpoints?     
Front wall
 FORMCHECKBOX 
Yes
 FORMCHECKBOX 
No

Left side
 FORMCHECKBOX 
Yes
 FORMCHECKBOX 
No

Right side
 FORMCHECKBOX 
Yes
 FORMCHECKBOX 
No

Floor
 FORMCHECKBOX 
Yes
 FORMCHECKBOX 
No

Ceiling/Roof
 FORMCHECKBOX 
Yes
 FORMCHECKBOX 
No

Inside/outside doors
 FORMCHECKBOX 
Yes
 FORMCHECKBOX 
No

Outside/Undercarriage
 FORMCHECKBOX 
Yes
 FORMCHECKBOX 
No

Facilities Security.

12. Describe how your company limits access to your office by unauthorized persons in order to protect your company’s assets.     
13. Describe your company’s ability to identify any deficient security practice.     
14. Describe the process in place to limit employee access to designated areas relative to their performance duties and tasks.     
15. Do you require employees to present positive identification at all times while on the company premises?  Explain the I.D. process.     
16. Describe the procedures to remove employee identification when the employee is either terminated or leaves the company voluntarily.       
17. Describe the procedures regarding visitors to your premises.  Please include any process that involves a “sign-in” visitor book, visitor ID badges, requirement of escorts, and any other procedures that your company uses to address visitors.     
18. Describe, in detail, the physical barriers, such as perimeter fencing and deterrents that cargo handling and storage facility locations have that guard against unauthorized access.     
19. Do you have interior fencing within the cargo handling area that is used to segregate international cargo, or cargo destined for the United States?     
20. Describe how your company inspects the fencing for any damage or physical tampering.
     
21. Does your company handle any hazardous cargo?  If yes, is there a designated area in your cargo facility to store and stage hazardous cargo?     
22. Are there manned security guards that monitor all points of entrance and exit through which vehicles and/or personnel enter or exit?     
23. Describe the parking procedures at your facility.  Are private passenger cars and visitors segregated from parking near cargo storage and staging areas?     
24. Describe the material that your building is constructed from. (Example: brick, metal, wood, etc…)     
25. Are all external and internal windows, gates and fences secured with a locking device?  Please describe the locking devices.     
26. Who controls the issuance of all locks and keys?     
27. Is adequate lighting in place at all areas of storage of cargo areas within your facilities as well as points of entrance and delivery?     
Receiving Security

28. Describe the process your company uses to properly identify all vendors and truck drivers that are either making deliveries to you or collecting cargo from your facility that is destined for the United States.       
29. Describe how you screen packages upon delivery to your location.     
30. Describe all procedures to identify, challenge and address unauthorized/unidentified persons on your premises.     
31. Describe how you verify that cargo being delivered to your facility is the correct cargo, correct weight, correct piece count and has correct marks.     
32. Describe your process to report all shortages, overages, and other significant discrepancy or abnormality.  Do you perform any investigation? How do you resolve these issues?     
Employee Security Management
33. Describe your procedures to periodically check current employees home address, phone number and other personal information.     
34. Describe the information that is verified prior to employment of a potential employee.  Do you have a standard application form?  Does the form include employment history and references?  Do you verify prior employment for each person being considered for employment?     
35. Does your company follow any common practices consistent with foreign, federal, state or local regulations regarding background check and investigations of potential employees?     
Logistics Integrity Security Management

36. Describe the process to ensure that all information and documentation regarding cargo destined for the United States is legible, complete, and accurate.     
37. Describe how the documentation and information is protected against the exchange, loss or introduction of erroneous and false information.  (How do you safeguard the documentation so it is not altered or accessed by anyone who does not have authority to this documentation?)     
38. Describe your procedure for reporting cargo to the carrier that is being manifested and shipped to the United States.     
39. Describe your procedure for reporting cargo that is being manifested/shipped to your customer in the United States.     
40. Describe your procedures to verify that cargo destined for the United States is verified against a purchase order.     
41. Describe any unique markings that will identify cargo that is destined for the United States, if any markings are used.     
42. Describe your process when illegal or suspicious activity is detected on your premise, with relationship to cargo and other areas of your facility.     
Importer Security Filing (ISF)

43. Is there a written process on when information is required to be tendered to international freight handling services providers to afford them an opportunity to timely file advanced manifest information for ocean containers destined for the United States?      
44. Does there exist on-going education and training awareness efforts at your company relative to the United States Government Importer Security Filing (ISF) program?       
45. Does your company receive an advanced intent to load notification from the freight forwarder advising the intended date to load to afford your company an opportunity to meet Importer Security Filing documentation guidelines for all ocean shipments?       
46. Is there any written procedures in place to correct erroneous information sent to the freight forwarder in relation to Importer Security Filing documentation submitted?      
Education and Training

47. Describe any security threat awareness program that your company currently uses to increase awareness of possible threats of terrorism.  Include any formal training that you provide to your employees.     
48. Do you have written procedures to make employees aware of your policy regarding security awareness?  Do your employees have a formal process to report such incidences?     
49. If you do have security awareness training, list the job description of those employees who receive this training.  Does it include the shipping and receiving areas?     
Alarm Systems

50. Describe the company alarm systems and video surveillance cameras used to monitor premises and prevent unauthorized access to cargo handling and storage area.  Explain in detail and identify the surveillance company used for this service.     
Information Technology Security

51. Describe the process in which your automated/computer systems use to protect the unlawful entry to individually assigned accounts?     
52. Are there any procedures that require a periodic change of password?     
53. Describe how your company can identify the abuse of IT and computer information, including improper access, tampering or the altering of business data.     
54. Describe disciplinary action for violations and abuse of your computer access.     
55. Please use any additional space to describe any security features your company has in place that is not addressed in this questionnaire.     
We thank you for your cooperation and attention in this most important issue of global security and the security of the supply chain throughout the world.
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